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TIMELINE (SECURITY MEASURES)

» OCTOBER 2016 - DEPLOYED WEB APPLICATION FIREWALLS
» JULY 2018 - VERSION 1: IMPLEMENTED MFA FEATURE
» SUMMER 2020 - VERSION 2: ENHANCING MFA SECURITY




WHY IMPLEMENT THIS CHANGE?

» E-MAIL ACCOUNTS CAN EASILY BE COMPROMISED
» SMS MESSAGES CAN BE INTERCEPTED
» PHYSICAL TOKENS HAVE UNIQUE IDENTIFIERS
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EASE OF DEPLOYMENT & MANAGEMENT

CONFIGURE ELECTION APPLICATION
DISTRIBUTE PHYSICAL TOKENS
ENROLL USERS

BACKUP PLAN

REVOKE USER/KEY
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POTENTIAL CHALLENGES

» DELIVERY OF PHYSICAL TOKENS
» DIFFERENT USB VERSIONS
» MISPLACED/LOST PHYSICAL TOKENS




QUESTIONS



